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Scope of Work:

Security Audit / VAPT will cover;

© The design ang architecture of website,
o Disclosure of unwanted information.

© Programming leve| vulnerabilities.

O Website performance

O Resistance to various attacks such as DDoS, Web Defacement, MitM, Cross Site scripting, URL
Poisoning, sQL Injection.

© Audit should follow OWASP Top-10 and CERT-IN framework.
O Audit should ensure concurrent handling of multiple requests.

O Audit should confirm the domain and server hardening.

o The report should be consultative and with recommendations for the closure of the
findings/issues observed.

Auditor has to conduct the compliance audit to ensure the deployments of recommendations
from primary audit

Eligibility Criteria for Security/ VAPT auditors

Only those VAPT Auditors who fulfill the following criteria are eligible to respond the tender.

Offers received from the VAPT Auditors who do not fulfill all or any of the following eligibility
criteria are liable to be rejected.

The VAPT Auditor should
a) be a current legal entity (Company /Firm /Organization/ independent subsidiary)
in India.
b) be in business of VAPT auditing in India at least for last Five years.
c) be in net profit in at least two years out of last three financial years.
d) have conducted two VAPT audits of websites of government organizations in
India.
e) have minimum 6 professionals with CISA/CPISI/CEH or similar qualifications, who

have associated/conducted at least one VAPT audits.

f) Auditor should be CERT-IN Empanelled for current cycle.




The VAPT Auditor should not

a) be a vend

‘ or for Software and/or Hardware components of the Kolhapur Zilla
Parishad.
b)

be involved in implementin

€ Or managing Security and network infrastructure of
the Kolhapur zilla Parishad.

If i . R .
(If involved in any specific activity which does not affect auditor’s independence for
current audit assignment may be considered at the

discretion of the ZP).
c)

have been blacklisted, as on the date of tender submission, by any Central / State
Government department / agency.

Note: The VAPT Auditor must comply with all the above-mentioned criteria. Non-compliance of
any of the criteria will entail rejection of the offer summarily.

Photocopies of relevant documents/certificates should be submitted as proof in support of the
claims made.

Supporting documents to be submitted:

. Copies of certificates of Registration, Incorporation and commencement of
business, etc., as the case may be.

. Copies of the audited and published financial reports for the past three financial
years.
. Letters from the organizations for which the VAPT Auditor had conducted

Information Systems audit during past three years (the scope of the assignment should
have been clearly mentioned).

. Letters from the organizations for which the VAPT Auditor had
conducted Website Audit during past three years (the scope of the assignment should
have been clearly mentioned).

J Copies of the CVs of the VAPT Audit professionals (CEH, OSCP, CISA, CISM, CISSP
etc.,) as per the prescribed format.

Self-declaration and certification to confirm compliance of “should nots.”
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